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Abstract—Data sharing is one of the main Inter-Process 

Communication (IPC) mechanisms that allows the components 

of Android applications to interact. The Content Provider is 

one of the four primary app components, which provides the 

capability to share data between app components. However, 

unsafe implementation of this component and exploiting it can 

lead to various security issues such as passive data leak and 

content pollution. Despite the plethora of studies on Android 

app security analysis, yet there is a basic need for approaches 

that can analyze apps and identify the data sharing issues. To 

fill this gap, in this paper, a model-based static analysis 

approach is proposed that receives an Android application and 

extracts a domain-specific model from the app to perform 

various app analyses, including security analysis, functionality 

analysis, and performance analysis. This model includes the 

security aspects of the app, particularly the information related 

to the Content Providers and Uniform Resource Identifiers 

(URIs). The proposed approach is evaluated to examine the 

extent to which this approach leads to purposeful high-level 

representations from Android apps. The results indicate that 

the comprehensive and high-level representations generated 

from apps are practical to check the presence of data sharing 

issues in Android applications. 

Keywords—Inter-Process Communication (IPC), Content 

Provider, Sharing Data, Model-Based Static Analysis, Uniform 

Resource Identifiers (URIs) 

I. INTRODUCTION 

Nowadays, Android dominates the market share in all 
levels of end-users activities and is leading the smartphone 
operating systems [1]. Statistics indicate that Android has 
been able to reach 83.8% of the smartphone operating system 
market share in 2021, and due to the growing popularity of 
Android, it is predicted that in 2025, it will reach 84.9% [2]. 
There is an increasing number of Android applications that 
play an important role in the daily life of users by providing 
a variety of functionalities, including sending SMS, phone 
call, and social networking [3], [4], [5]. Therefore, security 
issues such as sensitive information leakage are increasing 
[5], [6]. 

Despite several best practices provided by Google, due to 
the competitive nature of the mobile app markets, developers 
are trying to release their apps as quickly as possible and 
gain market share. Therefore, they spend more time on 
enriching apps and increasing the number of features offered 
and often ignore the security and privacy requirements [4], 
[5]. As a result, we still see various security issues in 
Android apps. Insecure inter-process communications and 
data leakage problems are common security issues in 
Android apps [7], [8]. 

Android applications are composed of interacting 
components [9]. The Android platform provides a variety of 
Inter-Process Communication (IPC) mechanisms for 
components to communicate with each other. Data sharing is 
one of the three main mechanisms for IPC that allows app 
components to interact. The Content Provider is one of the 
four primary Android app components. This component 
provides the capability of sharing data between app 
components. However, insecure implementation of this 
mechanism (i.e., data sharing) and misuse of this component 
(i.e., Content Provider) can lead to various security issues 
such as sensitive information leakage and security 
vulnerabilities [10].  

Despite the extensive solutions proposed in the field of 
Android app security analysis, very few studies (e.g., [4], 
[11], [12], [13]) have been done to consider the data sharing 
mechanism and the Content Provider in the analysis. 
Because the insecure implementation of this mechanism and 
misuse of the Content Provider are attractive vectors for 
attackers, there is a basic need for app developers, analysts, 
and users to have automated tools and techniques for 
analyzing Android apps and checking the presence of data 
sharing vulnerabilities. 

One of the three types of program analysis methods for 
examining program features and identifying security issues is 
static analysis [14]. Despite many studies in the field of static 
analysis, there are still fundamental challenges, including 
modeling of Android applications. Creating more efficient 
and better models to achieve a more precise security analysis 
of Android apps is one of the important challenges related to 
the static analysis of Android applications [3], [10], [15]. 
Like any other software system, Android apps are 
overgrowing and becoming more complex [16]. One way to 
deal with the complexity of software systems is to generate 
high-level representations of the systems and focus on the 
information needed for analysis [17]. 

As a software engineering paradigm, Model-Driven 
Engineering (MDE) takes advantage of the idea of 
generating high-level representations of the systems. MDE 
considers models as first-class artifacts to achieve several 
goals, including better management of complexity, 
maintenance, evolution, and overall productivity in various 
software engineering activities [17]. Model-Driven Reverse 
Engineering (MDRE), as an application of MDE in the 
reverse engineering field, focuses on creating model-based 
views and representations of the software systems. These 
models include various structural aspects of the software  
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TABLE I.  LIST OF URI-BASED METHODS [4], [14], [11], [22], [23] 

Usage Method 
 
 
 

Data Access 

query(Uri uri, String[] projection, Bundle queryArgs, CancellationSignal cancellationSignal) 
query(Uri uri, String[] projection, String selection, String[] selectionArgs, String sortOrder, 
CancellationSignal cancellationSignal) 
query(Uri uri, String[] projection, String selection, String[] selectionArgs, String sortOrder) 
openTypedAssetFile(Uri uri, String mimeTypeFilter, Bundle opts, CancellationSignal signal) 
openTypedAssetFile(Uri uri, String mimeTypeFilter, Bundle opts) 

 
 
 
 
 
 

Data Manipulation 

insert(Uri uri, ContentValues values, Bundle extras) 
insert(Uri uri, ContentValues values) 
update(Uri uri, ContentValues values, Bundle extras) 
update(Uri uri, ContentValues values, String selection, String[] selectionArgs) 
delete(Uri uri, String selection, String[] selectionArgs) 
delete(Uri uri, Bundle extras) 
bulkInsert(Uri uri, ContentValues[] values) 
newDelete(Uri uri) 
newInsert(Uri uri) 
newUpdate(Uri uri) 

Data Access & 
Data Manipulation 

call(String authority, String method, String arg, Bundle extras) 
newCall(Uri uri, String method, String arg) 

 

 

systems that help better comprehend these systems [18], 
[19]. 

This paper presents an automated model-based approach 
that takes advantage of MDRE to create high-level model-
based representations of Android applications. These models 
include the Android app's essential security features, such as 
features related to the data sharing mechanism and the 
Content Provider component. The resulting models through 
this approach are comprehensive and scalable, which can be 
used as a starting point for various reverse engineering 
activities, including security analysis (i.e., information 
leakage and vulnerability analysis), functionality analysis, 
performance analysis, and malware detection. In fact, the 
main goal of this approach is to extract comprehensive and 
scalable models of the Android apps efficiently and 
accurately for analyzing the data sharing mechanism. 

The main contributions of this paper are as follows. 

 A model-based approach. An automated model-
based approach has been proposed to extract 
comprehensive and high-level representations (i.e., 
models) from Android apps so that these models 
can be used for further security analysis, including 
vulnerabilities analysis. 

 A metamodel for security aspects of Android 
apps. An extended version of the Android 
Application Security Aspects metamodel proposed 
in our previous work [20] has been developed to 
address the data sharing mechanism concepts. 

The rest of the paper is organized as follows: Section 2 
provides background information. Section 3 overviews the 
related work. Section 4 describes the proposed approach. 
Section 5 provides the evaluation of the proposed approach. 
Section 6 concludes the paper and describes the future work. 

II. BACKGROUND 

     This section provides background information required 

to understand this study. 

A. Data Sharing in Android 

An Android application (i.e., the Android Package (APK) 
file) runs in a separate process and can include four types of 
components: Activity, Service, Broadcast Receiver, and 
Content Provider [9]. These components can communicate 
with each other in two ways: 1) Intent messages, it is done by 
sending intent (implicitly or explicitly). 2) Unified Resource 
Identifiers (URIs), using the URIs, app components can 
access the data within the Content Provider component [11]. 
Content Providers are designed to share data between app 
components and allow other applications to perform data 
access and manipulation operations on stored data within the 
Content Provider [21]. Therefore, it is important to properly 
secure the Content Provider so that the authorized apps can 
access specific data. Content Providers are accessible 
through URI elements, which are in the following format 
[21]: 

content://authority_name/path/id 

The authority_name indicates the identifier that identifies 
the Content Provider in the system (i.e., the name of the class 
that implements the Content Provider). The path is used to 
find data within the Content Provider. The id specifies a 
particular item of data within the Content Provider, such as a 
specific email message stored by the Content Provider. 

As shown in Table 1, the Android framework provided 
several URI-based methods for addressing data within the 
Content Provider and performing data access (i.e., read 
operation) and manipulation (i.e., insert, delete, and update 
operations). In order to identify these methods, the works of 
Shahriar et al. [4], Hammad [14], Zhou and Jiang [11], and 
Android API reference documentation [22], [23] have been 
studied. 

 



 

 

Figure 1. The Proposed Approach

  

 

B. Model-Driven Reverse Engineering (MDRE) 

     As a software engineering paradigm, Model-Driven 

Engineering (MDE) is a promising approach based on the 

principle that everything is a model [24]. The application of 

MDE in reverse engineering is known as Model-Driven 

Reverse Engineering (MDRE). The main goal of MDRE is 

to create model-based representations to reduce the 

complexity and better understand the software system. In 

general, MDRE is a two-step process: 1) creating model-

based representations of software system artifacts 2) using 

this model to achieve specific goals, including analysis by 

domain experts or appropriate tools, re-documentation, and 

re-engineering of the software system. The MDRE solutions 

are scalable, adaptable, portable, and reusable [18]. 

III. RELATED WORK 

There exist extensive work on Android static security 
analysis. As our work focuses on extracting comprehensive 
and high-level representations from Android apps to check 
the presence of data sharing vulnerabilities, in this section, an 
overview of the studies in light of our research is described.  

Woodpecker [12] is a system that conducts inter-
procedure data flow analysis techniques to systematically 
detect potential information leaks when an unreliable app can 
gain unauthorized access to sensitive data or privileged 
operations. The focus of this system is on identifying explicit 
vulnerabilities (using an interface or service that is publicly 
available) and implicit vulnerabilities (inheriting permissions 
from another app). 

Zhou et al. [11] have defined two types of vulnerabilities 
related to the Content Provider. The first is related to passive 
data leak (leakage of sensitive data displayed in an app), and 
the second is related to content pollution (inadvertent change 
in app settings that lead to unwanted effects such as blocking 
the SMS sending). 

Shahriar et al. [4] have proposed a method based on 
Kullback-Leibler Divergence (KLD) to detect content 
leakage vulnerabilities. This proposed method focuses on the 
four interfaces delete(), update(), query(), and insert() and 
their invocations. 

DelDroid [13] is an automated approach to determining 
the least-privilege architecture (LP architecture) in Android 
and running it at runtime. This tool conducts automated static 
analysis techniques to identify the Inter-Component 
Communication (ICC) and resource access privileges  

required for the functionality of each component. The least-
privilege architecture limits the level of attack on the 
Android system and facilitates its security analysis. This 
analysis addresses a variety of ICC threats, including passive 
data leakage and content pollution. 

As explained earlier, most of the Android app security 
analysis studies focus on the message passing mechanism 
through intent, and a few efforts have been made to consider 
the data sharing mechanism and the Content Provider in the 
analysis. This paper presents an automated model-based 
approach to address this scope of Android app security 
analysis. 

IV. OVERVIEW OF THE APPROACH 

Figure 1 shows an overview of the proposed approach, 
consisting of several steps to identify Android app 
vulnerabilities. This approach receives an APK file as input 
and generates a report of vulnerabilities in the app as output. 
As can be seen, the proposed approach consists of two 
following levels. 

The Application level. The application at this level may 
be in two modes: the APK file and the Android application 
project. In the first case, through the Jadx [25] tool, the APK 
file is decompiled, and the app code is obtained. 

The Model level. At this level, the three phases of the 
proposed approach are implemented. At the Model Discovery 
phase, comprehensive and accurate Intermediate 
Representation (IR) is extracted from the Android 
application (i.e., the XML and Java models in Figure 1). At 
the Transformation and Integration phase, the obtained 
initial models in the previous phase are transformed into a 
domain-specific model called Android Application Security 
Aspects (i.e., the Android Application Security Aspects 
Model in Figure 1). At the Analysis phase, the vulnerabilities 
related to the data sharing mechanism are identified and 
reported to the user in the form of XMI models (i.e., the 
Passive data leaks and Content pollution models in Figure 1). 
In this paper, the Model Discovery phase and the 
Transformation and Integration phase of the proposed 
approach are implemented, which are described in more 
detail in the following. 

 

 

 



 

Figure 2. Android Application Security Aspects metamodel (extended from [20], the extended concepts are in dark color)

 

A. Model Discovery Phase 

       The main goal of this phase is to extract comprehensive 

IR from the Android application without losing information. 

To achieve this goal, the discoverers of the MoDisco [19] 

tool are used. The XML model is extracted from the 

Manifest file of the app through XML MoDisco discoverer. 

The Java model is extracted from Java code through the 

Java MoDisco discoverer. These models are detailed enough 

to be used to statically analyze the security of the Android 

application, including passive data leak and content 

pollution vulnerabilities analysis. 

B. The Transformation and Integration Phase 

       The main goal of this phase is to extract a high-level 

and more manageable representation from the Android 

application. The model-to-model (M2M) transformation 

written in the ATL [26] language is implemented to achieve 

this goal. Through this M2M transformation, the security 

information contained in the initial models obtained in the 

previous phase is extracted and integrated into a single 

model called Android Application Security Aspects. This 

M2M transformation is done by omitting the details that are 

not relevant to the security analysis of Android apps, 

especially the data sharing mechanism analysis. The 

generated model conforms to the Android Application 

Security Aspects metamodel shown in Figure 2. This 

metamodel is explained in the following. 

 

      The Android Application Security Aspects metamodel. 

For automatic analysis of the data sharing mechanism, a 

model of the Android application is required to identify the 

static structural specifications of the application. This model 

conforms to the metamodel shown in Figure 2. As can be 

seen, the metamodel is an extended version of the 

metamodel proposed in VAnDroid [20] (i.e., our previous 

work) to address the data sharing mechanism. The extended 

concepts are indicated with dark colors, which are explained 

in the following. 

 
ApplicationPolicyFile, as the root element, specifies the 

key information of the app, including the APK file name, the 
version of the app that is specified for use by other apps, and 
the version of the app shown to the users. 

Each Android application has four types of components: 
Activity, Service, and Broadcast Receiver, and Content 
Provider. In addition to statically introducing in the manifest 
file, the Broadcast Receiver component can be introduced 
dynamically in Java code. The 



DynamicRegisteredComponent element indicated this type of 
component.  

The ContentProvider element represents the Content 
Provider component of the Android application. Since this 
component is responsible for sharing data between 
applications, it requires a complex security model [21]. 
Therefore, this element can have two separate sets of 
permissions: Permission that represents the set of required 
permissions to access data within the Content Provider (i.e., 
read permission, write permission, and read and write 
permission). This permission can be applied to whole data 
within the Content Provider or a specific part of the data by 
specifying a specific path through path-permission (i.e., the 
PathPermission element in the metamodel). 
grantUriPermission that contains required permissions to 
access a specific URI of the Content Provider component. 

Unlike Activity, Service, and Broadcast Receiver, the 
Content Provider component cannot be activated through 
intent messages. This component can be accessed by creating 
a request object called ContentResolver to execute a query 
and perform the desired transactions on data within the 
Content Provider component [21]. These transactions can be 
done in the form of data retrieval and data manipulation. The 
ContentUrirequest element is considered for this concept in 
the metamodel. This element has the following attributes. 

 RequestType. It indicates the type of request, which 
can be three types of read, manipulation, and read 
or manipulation (i.e., the URIRequestType element). 
The type of request is determined according to the 
method used to send the request (methods listed in 
Table 1). 

 URI. It indicates the data within the Content 
Provider. 

 SenderComponentName. It indicates the name of 
the component that creates the request. 

C. Analysis Phase 

By collecting the security information of the Android 
application (both in the Manifest file and in the Java code) 
and displaying them in a single model, it is possible to more 
efficiently static security analysis of the Android application, 
especially the data sharing mechanism analysis. In this paper, 
the implementation of this phase is considered as future 
work. 

 

 

Listing 1. Code expert of the Manifest file of the desired app 

 

 

Figure 3. Android Application Security Aspects model of the desired 
app 

V. EVALUATION 

The primary goal of this paper is to propose an approach 
to extract comprehensive and high-level representations (i.e., 
models) from Android applications so that these models can 
be used for further Android app analysis, including security 
analysis and malware detection. This evaluation examines 
the extent to which the metamodel proposed in this paper 
(i.e., all the security concepts of the application, especially 
the features related to the data sharing mechanism) leads to 
high-level representations that can be used to perform more 
efficient Android app analysis, including security analysis 
(i.e., information leakage and vulnerability analysis), 
functionality analysis, and performance analysis. 

    App security analysis, particularly data security analysis, 

is one of the three main trends of Android application 

analysis [16]. Every piece of data or data storage must have 

data security principles, including data confidentiality, data 

integrity, and data availability. As explained earlier, because 

the Content Provider is responsible for sharing data between 

applications, it requires a complex security model; however, 

the insecure implementation of the data sharing mechanism 

and misuse of the Content Provider can lead to various 

security issues such as sensitive information leakages and 

security vulnerabilities. Therefore, unsafe operations and 

potential vulnerabilities should be identified through data 
sharing mechanism analysis. For example, passing private 

data to other app components without any protection (i.e., 

without permissions), unauthorized write operations on the 

data storage repository (i.e., the Content Provider), and data 

availability for users who do not have proper access rights 

(i.e., required permissions) violate the data security 

principals and lead to sensitive information leakages [27]. 
Using the security features associated with the data 

sharing mechanism and the Content Provider, we can 
analyze Android applications and identify the security issues 
mentioned above. 

We have chosen a vulnerable Android app from the 
Ghera repository [28] called InadequatePathPermission-
InformationExposure as a case study to demonstrate that the 
proposed approach, especially the proposed metamodel is 
practical for Android applications.  



 
Listing 2. Code Excerpt of the malicious app 

     

     

 
 
Figure 4. Android Application Security Aspects model of the malicious app 

       

      If the Content Provider is exported, the app components 

(in the same app or on different apps) can access this 

component. However, a Content Provider can restrict access 

by enforcing permissions. These permissions can be applied 

to all or a subset of the data provided by the Content 

Provider. The path-permissions are used to specify the 

permissions for a subset of data. As shown in Listing 1 (line 

2), the desired app has a Content Provider called 

UserDetailsContentProvider that is exported. This 

component has the path-permission 

edu.ksu.cs.benign.permission.internalRead with the path-

prefix /user (lines 6-8). As shown in Figure 3, in the 

Android Application Security Aspects model, all the 

security concepts of the application, especially the features 

related to the data sharing mechanism, have been extracted 

by the proposed approach.  

     Applications can use path-permissions to control access 

data within the Content Provider. These permissions control 

access to a folder and have no control over subfolders. As a 

result, misapplying this type of permission can lead to 

information leaks (related to reading operations) and data 

injections (related to writing operations). According to this 

description, the app has a vulnerable Content Provider and 

can be caused to various security issues such as data leakage 

and data injection. The attack scenario by a malicious app 

and the exploitation of this component (i.e., 

UserDetailsContentProvider) is explained in the following. 

    Consider a malicious app that has the MalActivity 

component. As shown in Listing 2 (line 3-8), this 

component has created a request for data read operations 

within the Content Provider of InadequatePathPermission-

InformationExposure. The Android Application Security 

Aspects model generated by the proposed approach is 

shown in Figure 4. As can be seen, this app has a request to 

read data with URI 

content://edu.ksu.cs.benign.userdetails/user/ssn. As 

described above, the Content Provider 

UserDetailsContentProvider protects the data inside the 

/user folder by permission and does not have any permission 

for the data inside the subfolders, so the malicious app can 

access the data inside the subfolder /user/ssn and exploit this 

vulnerability to perform malicious operations. 
As mentioned before, the proposed approach is based on 

MDRE. MDRE considers models as first-class entities. So, 
first, we can move from the code space to the model space 
(i.e., more management and high-level representations) 
without losing information. These useful abstract 
representations (i.e., models) facilitate the comprehension 
and analysis of the security information of Android apps by 
app developers, analysts, and users. Second, extracting useful 
and comprehensive representations can facilitate 
visualization, automated analysis, and manipulation of 
Android applications. Therefore, we present a 
comprehensive and scalable approach that uses MDRE to 
extract domain-specific models from Android applications to 
analyze and identify security issues, including 
vulnerabilities. 

VI. CONCLUSIONS AND FUTURE WORK 

In this paper, we presented a model-based approach that 
extracts useful high-level representations of the security 
features from the Android applications, especially the 
features related to the data sharing mechanism and the 
Content Provider. The proposed approach consists of three 
main phases. First, at the Model Discovery phase, a 
comprehensive Intermediate Representation (IR) of the 
Android application is obtained without losing information. 
Then, at the Transformation and Integration phase, the 
security information of the Android application in the initial 
models, including the app components and features related to 
the data sharing mechanism, is extracted and integrated into 
a domain-specific model. This model conforms to the 
metamodel proposed in this paper. Finally, at the Analysis 
phase, the generated model can be used as a starting point for 
reverse engineering activities, including security analysis 
(i.e., information leakage and vulnerability analysis), 
functionality analysis, performance analysis, and malware 
detection. 

As future work, we intend to complete the proposed 
approach for intra-component analysis of the data sharing 
mechanism so that the analysis phase is completed to identify 
two important categories of passive data leak and content 
pollution vulnerabilities. Since the proposed approach is 
based on MDRE, it is extendable. Therefore, as a second 
future work, we intend to complete the proposed approach by 
analyzing the data sharing mechanism at both the intra-app 
level (considering the interactions between the app 
components of the same application) and the inter-app level 
(considering the interactions between the app components of 
a similar app or different apps). 
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